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New Alliances in Cybersecurity, Human Rights & Internet Governance

Workshop

February 17, 2016

Bechtel Conference Center, Encina Hall, Freeman Spogli Institute Stanford University

8:30-9:00

9:00-9:15

9:15-10:30

10:30-10:45

10:45-12:15

Continental Breakfast
Welcome & Vision for the Workshop

Michael McFaul - Director Freeman Spogli Institute for International Studies (FSI)
Roberta Katz - Associate Vice President for Strategic Planning, Stanford University
Fen Hampson - Director, Global Security & Politics Program, Center for
International Governance Innovation (CIGI); Co-Director, Global Commission on
Internet Governance (GCIG)

Keynote Remarks & Conversation: "Trust, Freedom & Security in the Global
Digital Context”

Carl Bildt - Chair of GCIG; former Prime Minister & Foreign Minister of Sweden;
Interviewed by: Eileen Donahoe - Director of Global Affairs Human Rights
Watch/FSI

Coffee Break

Protecting National Security & Human Rights in the Digital Context: Can
Governments Do both?

The relationship between security and freedom in the digital context, how protection of human
rights relates to national security, and international peace and security

Moderator: Laura DeNardis- Professor, American University; Research Director, GCIG

Marietje Schaake - Member of the European Parliament; Commissioner, GCIG
Sir David Omand - Commissioner, GCIG; former Director of Government
Communication Headquarters (GCHQ) United Kingdom

Danny O’Brien - International Director, Electronic Frontier Foundation
Michael McFaul - Director of FSI, former US Ambassador to Russia

Larry Diamond - Senior Fellow, Hoover Institution and FSI
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12:15-1:45

1:45-3:15

Lunch and Keynote Conversation

Marc Andreessen - Founder Andreessen Horowitz
Interviewed by: John Donahoe - Chairman PayPal, former CEO eBay Inc.

Cybersecurity vs. National Security: What Gives When Aggressive
Counterterrorism Undermines Strong Cybersecurity?

The tension between strong encryption and exceptional access; how to prioritize information
& intelligence gathering in relations to defense and security for cyber infrastructure

Moderator: Fen Osler Hampson - Director, Global Security & Politics, CIGI; Co-Chair, GCIG

3:15-3:30

3:30-5:00

Michael Chertoff - Chairman & co-founder, Chertoff Group; Commissioner, GCIG;
former Secretary of Homeland Security

Melissa Hathaway - President, Hathaway Global Strategies; Commissioner, GCIG;
former Director of Joint Interagency Cyber Task force, DNI

Whit Diffie - Consulting Scholar, CISAC, Stanford University

Jennifer Granick - Center for Internet & Society, Stanford Law School

Coffee Break

Optimizing for Security & Freedom: What is the Role of Technology &
Technologists in Protecting Digital Security & Liberty?

The political and moral dimensions of technology; tension between digital security & foreign

intelligence aspects of national security; concepts of "privacy by design,

mon

rights-respecting by

design.”

Moderator: Eli Sugarman - Program Officer, Hewlett Foundation

Jim Fruchterman - Founder and CEO, Benetech
Nico Sell - Co-Founder and Co-Chairman, Wickr; CEO, Wickr Foundation
Alex Keller - Systems Engineer, Stanford School of Engineering
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