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Deterring Strategic Cyberattack

Deterrence by denial might provide an effective model
for protection against future cyberattacks. However, this

approach presents several challenges.
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he concept of deterring adversaries by pos-

sessing demonstrated means to inflict unac-

ceptable damage in retaliation for an attack

has existed throughout history, as has the
concept of an impenetrable defense to discourage or
frustrate attacks (“deterrence by denial”). Deterrence
in practice has varied over time and depended on an
era’s technology.

Most recently, nations (particularly the US) have
applied these concepts in much greater detail to nu-
clear forces. Debate over the US nuclear forces’ ad-
equacy, the survivability of its retaliatory capacity, and
the practicality of successful defense occupied the na-
tion. A distinct literature arose around the specifics of
retaliatory targeting to maximize its deterrent effects.
In addition, normative deterrence through interna-
tional legal restraints evolved, extended deterrence (in
which the US provides a nuclear umbrella to its allies)
arose, and a form of self-deterrence owing to collat-
eral consequences emerged.

The growing prospect of cyberattacks directed at
military and civilian targets (particularly a nation’s
cyber-dependent infrastructure) as an important ad-
junct to war, or even as a separate act of coercion or
punishment, has kindled interest in deterrence’s role
in constraining such attacks. (See, for example, Initia-
tive 10 of US President Barack Obama’s “Compre-
hensive National Cybersecurity Initiative.”!) Does the
deterrence regime that’s the most highly developed—
the nuclear one—provide guidance for the deterrence
of cyberattacks?

The (often necessary) lack of access to details of
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nations’ spe-
cific techniques,
procedures, and
policies regard-
ing cyberattacks and defense limits full public exami-
nation of these matters. But this doesn’t rule out useful
study. (For example, see the US National Research
Council’s open reports.>?) Furthermore, though the
potential targets of cyberattack are diverse, I focus here
on strategic deterrence to protect the essentially civilian
national infrastructure. (Broader examinations of cyber
deterrence issues appear elsewhere.>™)

A Compelling Demonstration
The destruction of Hiroshima and Nagasaki made a
permanent impression on the world, and the atmo-
spheric tests of the H-bomb convincingly demonstrat-
ed the scale of ruin that could result from nuclear war.
To the extent that nuclear deterrence is psychological
at the elemental level, these events are central factors.
Regarding cyberattacks, no attack or demonstra-
tion has provided images and dread comparable to
that of Hiroshima and Nagasaki. Notable attacks—
involving Estonia and Georgia, for example—have
been more disruptive than damaging. The recent in-
troduction of the Stuxnet worm, directed at Iranian
centrifuge controllers, had a specific target and wasn’t
intended to have broad national effect. And, the pur-
ported Israeli spoofing of Syria’s air defenses by cyber
means before the attack on the reactor site near Tal
al-Abiad was more tactical than strategic.® Deterrent
lessons haven’t emerged in any of these instances. In-
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stead, they might have motivated others to undertake
the development of cyberattack capability.

A large emulation might make cyberretaliation’s
consequences more tangible, but that would be costly,
expose sensitive techniques, and likely seem contrived
and unconvincing. (Considerations such as these pre-
sumably were factors in the US’s decision not to con-
duct a noncombat demonstration of the first atomic
bomb as the Franck Committee had proposed.”)

Political leaders in any country will learn about
the risk posed by an in-kind retaliatory response from
those responsible in their governments for the devel-
opment and conduct of cyberattack capacity, those in
charge of national cyberdefense, and those who es-
timate other countries’ retaliatory capabilities. This
story will be highly qualified and will unlikely have
a great deterrent effect, particularly for countries less
reliant on cybernetworks than the US. So, barring an
often-mentioned but perhaps fanciful electronic Pearl
Harbor of the future,® visceral deterrence won’t likely
be a strong inhibiting factor.

Identifying the Attacker

Credible retaliation depends on being able to un-
ambiguously identify the attack’s source. US nuclear
strategy presumes that any large nuclear attack against
the US homeland will be delivered by means traceable
to its perpetrator. A small number of nuclear weap-
ons could be secreted in the US or its ports and trig-
gered remotely. However, such scenarios have been
discounted, for various reasons, as a significant threat
from most nuclear-armed states.

The situation is quite the contrary regarding cy-
berattacks: uncertainty in the attribution of the at-
tack’s origin will probably be a major limiting factor.
However, states with strategic cyberattack ambitions
will have to pre-position the tools of attack in the tar-
geted states. They’ll also need the means to maintain,
update, and synchronously trigger those tools to car-
ry out a comprehensive, disabling attack. It’s during
this preparatory phase that defenders have the best
chance of intercepting an attacker’s preparations and
learning the attacker’s identity. Failing such intercep-
tion, postattack forensics and traceback are demand-
ing and would likely be a lengthy process requiring
considerable international cooperation. An attacked
nation might only be able to infer the attacker’s iden-
tity from the global-security situation at the time,
which is a weak position from which to retaliate.

Assured Response
Nuclear retaliation relies on two key factors:

¢ the nuclear forces’ clear ability to survive an initial
attack in adequate numbers, and

Cyberwarfare

¢ the surviving forces” ability to continue under na-
tional control and to promptly inflict damage on
any attacking country at a level that is unacceptable
to the attacker.

No one today doubts that the US has this capacity.
In addition, US conventional forces could execute a
major attack against the homeland of any enemy, if
the US decided not to retaliate in kind—that is, to
de-escalate its response.

The US’s capacity to respond in some form to
a strategic cyberattack is evident, but the circum-
stances would determine the response’s nature and
speed. The US’s ability to retaliate in kind is secret
and will depend particularly on how successful the
nation has been in developing detailed knowledge of
the target’s networks and infiltrating those cybersys-
tems in advance. However, even with the ability to
attack in place, ambivalence would exist about use be-
cause of the exposure of a fragile capability and the
uncertainty of collateral effects. (Purportedly, former
US President George W. Bush decided against a cy-
berattack on Iragi banks as a prelude to US invasion
in 2003 because of fear the damage would be wide-
spread, given the financial system’s global connectiv-
ity.®) Retaliation isn’t limited to in-kind response, of
course; it could take other forms, including an escala-
tory strike by conventional military forces directed at
an attacker’s homeland. Nor must retaliation be ex post
facto. However, preemption has been more discussed
than planned for in nuclear strategy, and the same
constraints might operate in the cyber case.

Declaratory Policy and Targeting
The US considers it important—and to have deter-
rent value—to describe, broadly, the circumstanc-
es in which it might employ nuclear forces. These
statements are nuanced, containing special cases and
exceptions, with a helping of ambiguity. Whether
a potential adversary would pay great attention to
these declarations in making offensive decisions and
whether the US itself would scrupulously observe its
stated restraints in times of conflict are open questions.

To be able to implement the nuclear-use policy,
defense officials prepare detailed plans for allocating
targets and weapons at various response levels. These
plans are closely guarded; a potential attacker would
know of them only indirectly, if at all. This secrecy
might seem a contradiction because the targets are
chosen to maximize their deterrent effect, but expo-
sure carries the risk of an adversary knowing where to
concentrate its defenses.

In the years since former US President Bill Clin-
ton recognized cyberattack as a potential strategic is-
sue, there has been no national statement outlining
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the US response to cyberattacks against military or
civilian targets. Such a statement would presumably
be conditional, threatening a range of responses from
economic reprisal to retaliation in kind to conven-

[A nation under strategic cyberattack] might only
be able to infer the attacker’s identity from the
global-security situation at the time, which is a

weak position from which to retaliate.

tional military action. (Stephen Lukasik has described
an array of possible declaratory policy statements and
their underlying purpose.”) Such a statement’s utility
is uncertain; in any event, there’s no sign that the cur-
rent administration is considering making one. This
might change, however, as the newly established US
Cyber Command defines and implements its agenda.
President Obama, speaking in May 2009 about the
cyberthreat, said only, “We will deter, prevent, de-
tect, and defend against attacks and recover quickly
from any disruptions or damage”!"—nothing compa-
rable to the US’s nuclear posture statements.

One feature of the nuclear declarations that might
be useful to the cyber case relates to proxy attack. That
is, the US could make clear that if a state obtained the
means of attack from another state or employed an
attack facilitated by another state, both would be held
responsible and subject to retaliation.

Although planners consider retaliatory cyberattack
targets, the capacity to conduct an orchestrated attack
with predictable and controllable results is thought to
be more an option under development than a current
capability. Furthermore, it will be even more impor-
tant than in the nuclear case to keep such information
secret to avoid premature exposure and disablement.
So, specific targeting choices will be unlikely to play a
part in deterrence beyond the general existential one.

Deterrence by Denial:
The Role of Defense
Defense against a major nuclear attack has never
achieved a level that provides a significant deterrent.
The offense has had the advantage both in cost and
technology. Even a reasonably effective defense has
been considered inadequate given the catastrophic
power of just a few weapons that elude defenses.
During the Cold War, the two sides agreed to erect
only a modest local defense to avoid a costly, inef-
fective race.

Cyberattack represents the flip side. Defense is dif-
ficult, but possible. The US’s current primary strategy
is to pursue a strong defense as the main answer to the
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threat. Although costly, the price will certainly be less
than the figures estimated for comprehensive missile
and air defenses. Furthermore, although the factors
haven’t been specifically analyzed, the effectiveness of
a partial but growing cyberdefense will scale with that
growth. From an attacker’s perspective, the likelihood
of success will decline, the risk of discovery of pre-
paratory actions will increase, and the cost in dollars
and intelligence resources to keep up with the defense
might become discouragingly high.

Deterrence by denial is, in principle, an answer
to cyberattack. Reaching that goal, however, will be
difficult. Short of a major reversal in US government
policy and a major increase in government financial
commitment, the goal might remain perpetually
out of reach. Since 1996, when the Commission on
Critical Infrastructure Protection made its report to
President Clinton,!! it has been apparent that the steps
necessary to achieve strategic cyberdefenses would re-
quire a large, focused commitment by the government
to secure the systems and networks under its control.
And, it would also require the full cooperation of the
private owners of much of the nation’s infrastructure.
Such cooperation would be costly in several dimen-
sions, including the use of advanced security practices
and adoption of trusted hardware and software com-
ponents.'? It would certainly be beyond the scope of
normal business activity. No paradigm exists for pri-
vate enterprise to undertake and budget for measures
to combat threats to national security. Compounding
the challenge, much of the infrastructure and many of
the services involved will, for good reasons, be increas-
ing their cyber dependence and connectivity, which
brings the accompanying difficulty of securing them.
(The commitment to the smart grid is a case in point.)

President Obama’s 2009 assessment of the progress
in securing cyberspace was bleak.!® In response, he
established a cyber coordinator in the White House
and committed his administration to

¢ develop a comprehensive strategy to secure Ameri-
ca’s networks,

invest in necessary R&D,

collaborate with the industry in finding solutions,
and

strengthen the public—private partnership critical to
securing the nation’s infrastructure.

These were essentially the same statements President
Clinton made 10 years previously'*—with the impor-
tant difference that President Clinton didn’t rule out
having to impose security standards on private com-
panies, whereas President Obama did. That position
will most likely have to be reconsidered over time.

It will require several years to judge the adequacy
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of the progress being made in defending the poten-
tial targets of strategic cyberattack, and there might
be calls for basic changes in the defense model. In the
meantime, without major technical advances and sig-
nificant new policies, the prospect of deterrence by
denial will remain uncertain.

Normative Deterrence and
International Agreements

Several international agreements establish norms for
and limits on weapons and their use. For nuclear
weapons, all but nine countries in the world have
foresworn development and possession of them. Fur-
thermore, agreements prohibit nuclear states from
helping nonnuclear states obtain such weapons, re-
strict the regions of the weapons’ deployment, limit
how they are tested, and (between the US and Russia)
bound the number of delivery systems and strategic
warheads. However, no specific agreements limit nu-
clear weapons’ use other than the general restriction of
proportionality in the Laws of Armed Conflict.

An important feature of arms control agreements
is their verifiability. In most instances, the parties feel
they can adequately verify compliance by national
and international intelligence means. In a few cases,
agreements contain detailed cooperative verification
procedures. Several non-first-use agreements exist.
These, however, don’t lend themselves to verification
because they don’t restrict possession or preparation
for retaliatory use of the weapons (which is essentially
indistinguishable from preparation for first use). Non-
first-use agreements’ effectiveness depends on the par-
ties’ good intentions to observe their commitments
and on the fear of retaliation. Perhaps surprisingly, few
violations have occurred.

Given this background, would it serve the US’s
interest to seek an agreement that would constrain
parties, perhaps as a first step, from carrying out
cyberattacks on another party’s critical, nonmilitary
infrastructure and from transferring underlying tech-
nology and know-how to other parties? (I explored
this issue in greater length elsewhere.'®) The reason
for restricting the prohibition to nonmilitary targets
is that key states (including the US) have shown little
interest in a more comprehensive prohibition. Such an
agreement wouldn’t be verifiable and would rely on
states finding it advantageous to observe the prohibi-
tions. Over the years, the US has been reluctant to
consider establishing such strategic cyber norms, but
as it finds its other primary option of robust defense to
be elusive, it might revisit the question.

Escalation Control
In contrasting nuclear and cyber deterrence, the role
of secondary deterrence following an attack (escalation
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control) is also important to consider. The concept of
nuclear deterrence relies heavily on containing esca-
lation in instances of first use at the tactical (or non-
homeland) level. Much has been written on its likely
or unlikely success, but thankfully it remains untested.

The same question applies to cyber deterrence.
However, since the damage from cyber escalation
would be much less than that of nuclear escalation,
and the targets more diverse, secondary deterrence
might not provide an obvious stopping point.

N uclear deterrence’s main tenets don’t transfer to
the prevention or limitation of cyberconflict. The
best solution in the cyber case is effective defense—
deterrence by denial, an approach that was notably
unavailable in nuclear deterrence. However, cyber-
defense of civil infrastructure involves major hurdles,
and progress to date hasn’t been encouraging. Presi-
dent Obama has promised action, but it will be several
years before we can judge these actions’ effectiveness.
Normative deterrence through international agree-
ment is an additional option, but it lacks convincing
means of verifying compliance. However, the history
of observance of non-first-use norms might provide
some positive expectations. [J
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